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The Definitive Guide to Quantifying, Classifying, and Measuring Enterprise IT Security Operations
 
Security Metrics is the first comprehensive best-practice guide to defining, creating, and utilizing security
metrics in the enterprise.
 
Using sample charts, graphics, case studies, and war stories, Yankee Group Security Expert Andrew Jaquith
demonstrates exactly how to establish effective metrics based on your organization’s unique requirements.
You’ll discover how to quantify hard-to-measure security activities, compile and analyze all relevant data,
identify strengths and weaknesses, set cost-effective priorities for improvement, and craft compelling
messages for senior management.
 
Security Metrics successfully bridges management’s quantitative viewpoint with the nuts-and-bolts approach
typically taken by security professionals. It brings together expert solutions drawn from Jaquith’s extensive
consulting work in the software, aerospace, and financial services industries, including new metrics
presented nowhere else. You’ll learn how to:
 
• Replace nonstop crisis response with a systematic approach to security improvement
• Understand the differences between “good” and “bad” metrics
• Measure coverage and control, vulnerability management, password quality, patch latency, benchmark
scoring, and business-adjusted risk
• Quantify the effectiveness of security acquisition, implementation, and other program activities
• Organize, aggregate, and analyze your data to bring out key insights
• Use visualization to understand and communicate security issues more clearly
• Capture valuable data from firewalls and antivirus logs, third-party auditor reports, and other resources
• Implement balanced scorecards that present compact, holistic views of organizational security effectiveness
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From reader reviews:

Vivian Bennett:

What do you concentrate on book? It is just for students as they are still students or that for all people in the
world, what the best subject for that? Just you can be answered for that issue above. Every person has diverse
personality and hobby for each other. Don't to be obligated someone or something that they don't need do
that. You must know how great and also important the book Security Metrics. All type of book could you see
on many sources. You can look for the internet resources or other social media.

David Lalonde:

The guide untitled Security Metrics is the book that recommended to you you just read. You can see the
quality of the reserve content that will be shown to you. The language that article author use to explained
their way of doing something is easily to understand. The writer was did a lot of research when write the
book, hence the information that they share to you is absolutely accurate. You also will get the e-book of
Security Metrics from the publisher to make you more enjoy free time.

Jerri Montgomery:

The book untitled Security Metrics contain a lot of information on it. The writer explains your ex idea with
easy technique. The language is very straightforward all the people, so do definitely not worry, you can easy
to read this. The book was written by famous author. The author gives you in the new age of literary works.
It is easy to read this book because you can read more your smart phone, or model, so you can read the book
within anywhere and anytime. In a situation you wish to purchase the e-book, you can available their official
web-site and also order it. Have a nice examine.

Randal Gore:

That publication can make you to feel relax. This particular book Security Metrics was colourful and of
course has pictures on there. As we know that book Security Metrics has many kinds or variety. Start from
kids until youngsters. For example Naruto or Investigation company Conan you can read and believe that
you are the character on there. Therefore not at all of book tend to be make you bored, any it can make you
feel happy, fun and unwind. Try to choose the best book in your case and try to like reading which.
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